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Description

X11 forwarding (AKA X Forwarding) is a slow but manageable way to run a program remotely, accessing a remote systems disk,
memory, CPU, and filesystem, but sending all user interactions and display over the internet to be shown on your computer. X
forwarding allows my to run visual diagnostic tools like kdirstat, or even pull up my home photo management program (fspot) without
needing to install a local copy, or connect to the remote disk and deal with those complexities.

Typical X Forwarding Use Case
Let's image for a moment you just want to browse the remote filesystem with dolphin.

e The XYC flags will enable X forwarding, compress the communication, and enables "trusted” X Forwarding:

ssh server(0l -XYC

® Run your program, for example kdirstat / This command will run kdirstat using the memory, cpu, etc of server01, but the display
will be shown, and interact with the mouse and keyboard of the client.

Multiple hop X Forwarding

Unfortunately it's not as easy to chain X11 forwarding as it is to chain normal SSH connections. The workaround is to use SSH
tunneling. The general strategy is to create an SSH tunnel which you can open a second SSH connection with.
e TERMINAL 1:
ssh server0l -L2200:server02:22
e TERMINAL 2:

ssh localhost —-XYC -p2200 kdirstat /

Using these commands in two terminal windows (the first one will just be a normal SSH connection to server01 that you will need to
leave open) will open kdirstat / using the CPU, memory, etc of server02, on the display of the original client, as desired.

History
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